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•  Flows, or Flow Records, have become the default element used in 
centralized network monitoring 

•  A “Flow” is IP data with the following 7 identical characteristics: 
‒  Source IP address 
‒  Destination IP address 
‒  Source port 
‒  Destination port 
‒  Layer 3 protocol type 
‒  TOS byte 
‒  Input logical interface 

•  By implication, a Flow is unidirectional 
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•  Flows are a defined element 
•  Flow Records are analytical results that vary by overall 

standard, vendor and configuration 
•  The most common standards for flow records include: 

‒  NetFlow 
‒  IPFIX 
‒  sFlow 
‒  JFlow 
‒  OmniFlow 
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•  Packets enter the switch or 
router 

•  Packets sampled and flows 
determined 

•  Flow records compiled and 
exported to flow collector 

•  Flow records stored and 
subsequently analyzed by 
flow analysis software Source: Wikipedia 
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• Developed by 
Cisco 

• Proprietary 
• Transit traffic & 

terminated traffic 
• Detailed info for 

each flow 
• NO payloads 
• Sampled NetFlow 

– not 100% 
accurate 

•  Internet Protocol 
Flow Information 
eXchange 

• Emerging IETF 
standard 

• Based on 
NetFlow 

• Detailed info for 
each flow 

• NO payloads 

• RFC 3176 
• Statistical 

sampling 
• Time-based 

sampling of 
interface counters 

• Higher speed 
networks  

• sFlow agents 
• NO payloads 
• Sampled – not 

100% accurate 

• Developed by 
Juniper 

• Proprietary 
• Similar to 

NetFlow 
• Detailed info for 

each flow 
• NO payloads 
• Sampled per 

global rate – not 
100% accurate 

• Developed by 
WildPackets 

• Proprietary 
• Analysis of every 

packet AND 
payload 

• Unrivaled info for 
each flow 

• Layer 3 - 7 
• 100% accurate 
• Monitor AND 

troubleshoot 
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•  High-level, aggregated view 
of all network segments 
‒  Monitor per campus, per 

region, per country 

•   Wide range of network data 
‒  NetFlow, sFlow, OmniFlow 

•  Web-based, customizable 
network dashboards 

•  Flexible and detailed reports 
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•  Flow records are NOT created equal 
•  OmniFlow analyzes packet headers AND payloads 
•  OmniFlow is NOT statistical – 100% accurate 
•  OmniFlow provides analysis for all network layers 
•  WatchPoint aggregates data from multiple OmniFlow streams 
•  When OmniFlow data isn’t available, WatchPoint aggregates 

both NetFlow and sFlow data for complete network visibility 
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