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"Go With the Flow"

* Flows, or Flow Records, have become the default element used in
centralized network monitoring

* A “Flow” is IP data with the following 7 identical characteristics:
— Source |IP address
— Destination IP address
— Source port
— Destination port
— Layer 3 protocol type
— TOS byte
— Input logical interface

* By implication, a Flow is unidirectional
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Flows vs. Flow Records

* Flows are a defined element

* Flow Records are analytical results that vary by overall
standard, vendor and configuration

* The most common standards for flow records include:

— NetFlow
— IPFIX

— sFlow

— JFlow

— OmniFlow
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Basic Flow Analysis

Packets enter the switch or

router s .
_____ terminal
Packets sampledandflows \ /.7 1
determined AN o
. dedicated__| I
Flow records compiled and e L
exported to flow collector ERROIESE ”lt/« ’
Flow records stored and Internet storage
subsequently analyzed by
ﬂOW anaIySiS SOftware Source: Wikipedia
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Not All Flows Are Created Equal

* Developed by
Cisco

* Proprietary

 Transit traffic &
terminated traffic

» Detailed info for
each flow

* NO payloads

» Sampled NetFlow
—not 100%
accurate

Cisco Live!

* Internet Protocol +RFC 3176 * Developed by * Developed by
Flow Information | gatistical Juniper WildPackets
eXchange sampling * Proprietary * Proprietary

* Emerging [ETF  Time-based « Similar to * Analysis of every
standard sampling of NetFlow packet AND

* Based on interface counters Detailed info for payload
NetFlow » Higher speed each flow « Unrivaled info for

* Detailed info for networks « NO payloads each flow
each flow - sFlow agents «Layer3-7

» Sampled per
* NO payloads global rate —not  + 100% accurate
100% accurate « Monitor AND

* NO payloads

» Sampled — not
100% accurate troubleshoot
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OmniFlow Data

4 OmniEngines Start Page protosmatter.pkt < 2
Dashboards Flows analyzed: 2,317 Flows recycled: 0
Metwork Events detected: 73 Packets dropped: 0 <
:oi;e & Video MName Flows Ewvents apdex Packets Bytes Duration Best Response Time Awg Response Time  Worst Response Time S
Captzrzx # e web 382 4 16 092 19852 13639742
== =T
Packets &= ® &5 Mail 277 O 39 0.78 10059 2362677
Log =] Y FTP S o 59 4443 —
Expert @ oIm 71 o 623 70113
Hierarchy = Yoice & Video 1 o 2150 1830872
Flat =] §2.149.226.226 1 o 2150 1830872
» Application =] 10.4.3.129 1 o 2150 1830872
&2 @ 1200<->rtsp o 2150 1830872 0.166746 0.168094 0.171444
grvers * IP Fragment 3 o 8 882
Clients —~
Pages TELMNET 1 u} 8 5466
Requests =] 10.4.58.8 1 0 8 5466 0.214225
Yoice & Yideo = 10.4.3.220 1 ] 8 5466 0.214225
Calls 52112 <->telnet o 8 S466 0.214225
Media & DNS 480 u} 9991 1316836 0:03:29....
Visuals 3 BOOTP 2 0 40 15967  0:03:06....
Zee':'ap @ DHCP 3 0 36 13393 0:03:18....
_raF_' i [+ ®NetBIOS 32 O 1 0.9z 1486 392948 0:03:25....
Statistics i
_ £ MNB Mame Svc 43 ] 2625 256289 0:03:28....
MNodes v
== [V . = a co 1E24%  A.amna et
Protocols
Summary 4 Details Event Summary Event Log b
Tools Client Server Response Time C->5 bps S->C bps
Email Mame 10.4.3.129 52.149.226.226 Best 0.166746 4875.000 78212.000
Feedback Network Address 10.4.3.129 82.149.226.226 Worst 0.171444 910.000 57356.000
™M Packets Sent 643 1507 Average 0.168094 1628.000 68779.000
PeckPlaver Bytes Sent 42379 1788493 Turns < 643 1507
Pi ¥ Average Size (Bytes) 65 1,186 Layer Event
ing First Packet Time 11/1/2005 17:54:45 11/1j2005 17:54:45
Last Packet Time 11/1j2005 17:58:13 11/1/2005 17:58:13
Routed Hops 1 11
TCP Min Window 65156 64303
TCP Max Window 65535 65535
Packets: | 137,730 |Duration: | 0:03:30
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OmniFlow and WatchPoint

High-level, aggregated view

? = ? of all network segments
— Monitor per campus, per
N ;’Su;m region, per country

WatchPoint
OmniFlow Collector

©mnipliance Core

Wide range of network data
— NetFlow, sFlow, OmniFlow

Web-based, customizable
network dashboards

©mnipliance Core ©mnipliance Edge NetFlow Exporters sFlow Exporters
Cisco Routers] our other router:

Flexible and detailed reports
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WatchPoint Dashboard

=
=WildPackets Administrator | Settings | Help | Bug? | Sign out

Test x | Add a report

Columns: 112 | | Add Gadget ~| [POF: create

Top Expert Counts Biliamax Timeline @Biiax
[[op 12 sxpart sounts rom all Intsaces where date and tme within 125t hour 1| | [Fen@intevacs summanes om sl inertaces where aate and ime witin tastweek ]
3 help
Interface Problem Group Plot []Max [¥] Avg Bl OmniEngine/ethl
OmniEnginefethl TCP Stuck Window TCcP o " n Enine
OmniEngine/eth1 SME Excessive Transaction Loops ~ SMB/CIFS ot [IMax (& Avg B OmniEngine/xyxs0
OrmniEngine/eth1 TCP Triple Duplicate ACK TCP Plot [[]Max []Avg B OmniEngine/Built-in Intel(R) PRO-1000 MT
OmniEnginefethl HTTP Slow Response Time HTTP Plot []Max []Avg M OmniEngine/sth0
OmniEngine/eth1 TCP ldle Too Long ce [1Plot [[]Max [¥] Avg Ml [Sum of selected interfaces]
OmniEnginefethl ICMP Host Redirect ICMP - X
OmniEngine/ethl Non-Responsive Client Client/Server © Peak rate @ Rate averaged over +5 minutes Edit
OmniEngine/eth1 Apdex Score - Client Too Low Apdex p
OrmniEngine/ethl One-Way Trafiic Client/Server 0 (D3
OmniEngine/eth1 ICMP Obsolete Message ICMP s
OmniEngine/xyxsd IP Missing Fragment P pu l " l
OmniEngine/Built-in Intel(R) PRO-1000 MT  DNS Slow Response Time DNS . L]
17:00 05:00 17:00 05:00
0420 0421 04-21 04-22
< ] > 2009 2009 2009 2009
= Average rate in Mbit/s
Top Ports Pie Chart @ 8@ a:x
(o012 pors rom al itartaces where date and time wthin lat bour ]
e=[ofi16:57 Top Nodes Pie Chart @lo@ax
21% M netbi e/ethi) e s e T ]
20% M netbi 0 e/xyxs0; as 0f 16:59
14% M 1026 (OmniEngine/ethl) )
14% M 1026 (OmniEngine/xyxs0) 22% M xo.widpacksts.com (OmniEngins/eth1)
8% M dantz (OmniEngine/sthl) 22% M xo.wildpackets.com (OmniEngine/xyxs0)
a% 1869 (OmniEngins/sthl) 17% wrks-10-4-3-72.we.wildpackets.com (OmniEngine/eth1)
4% W 4185 (OmniEngine/ethl) 15% M wrks-10-4-3-72.wc.wildpacksts.com (OmniEngine/xyxs0)
3% 4185 (OmniEngine/xyxs0) 5% M wiks-10-4-3-79.wc.wildpacksts.com (OmniEngine/sthl)
Py hitp. (OmniEngine/sth1) 5% bksvr1.wildpackets.com (OmniEngine/sth1)
2% M 49266 (OmniEngine/sthi) 4% M wiks-10-4-3-55.we.wildpacksts.com (OmniEngine/athl)
2% 49266 (OmniEngine/xyxsD) 4% wrks-10-4-3-55.we.wildpackets.com (OmniEngine/xyxs0)
1% M 5432 (OmniEnginefsthl) 3% wiks-10-4-3-246.we. wildpacksts.com (OmniEngine/sthl)
2% M wiks-10-4-3-246.we.wildpackets.com (OmniEngine/xyxs0)
1% 1mix.mixstream.net (OmniEngine/eth1)

1% M stk-10-4-7-140.we.wildpackets.com (OmniEngine/ethl)
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Flow records are NOT created equal

OmniFlow analyzes packet headers AND payloads

OmniFlow is NOT statistical — 100% accurate

OmniFlow provides analysis for all network layers

WatchPoint aggregates data from multiple OmniFlow streams

When OmniFlow data isn’t available, WatchPoint aggregates
both NetFlow and sFlow data for complete network visibility
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What’s in your network?

Thank You!
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